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Once upon a time, there was a place
- SUGAR CASTLE.

It had threat from - 
the ANTS Kingdom.



The attack from different kind of
ants were increasing day by day.

The Sugar Queen called for the
urgent meeting.
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The process began to categorize
threats using S.T.R.I.D.E model. 

All the candy leaders, 

ASSEMBLE!!
Sugar is oil for our kingdom.

Enough is enough.

candy squad
was formed



s.t.r.i.d.e
Microsoft’s STRIDE is a threat model.

It’s goal is to prioritize threats
against organization’s valuable assets.

asset
threat



Attacker can spoof the
identity using IP, MAC, email
address or any form of

logical identity to bypass the
security gateway.

S - spoofing
Attacker targets system

with false identity.



Candy leaders identified that
big ants used SUGAR QUEEN’s
mask and costume to bypass

Sugar Castle’s perimeter
security and enter the

kingdom, illegally.



Tampering violates integrity
and availability of the data.

t - tampering
When action results into
unauthorised changes in

transit or storage.



Candy leaders identified that
some ants were mixing sugar
with white sands inside the

sugar truck and warehouse to
compromise sugar quality.



Repudiation attacks are
tricky because they often
blame innocent third-parties

for security violations.

R - repudiation
When attacker denies of
any performed action.



They attacked!
Not us.

We are big.
The small ones did.

what? we didn’t do...



i - information disclosure
When confidential information

is leaked to external
unauthorised entities.

The data could be personal
identifiable information (PII),
payment card details or
company’s trade secret.
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Candy leaders found an internal
informant - the traitor!



d - denial of service (DoS)
When system is hammered
with too many requests.

DoS attack prevents
authorised use of a resource.
It can introduce the latency

and affect the performance
and efficiency.



ANTDoS........



Attacker can get more
access by exploiting

vulnerability on the system,
social engineering attack or

credential theft.

E - elevation of privilege
When attacker gains higher

privilege access.



aim high & exploit



E - elevation of privilege
d - denial of service (DoS)
i - information disclosure
R - repudiation

cissp core concept

t - tampering
S - spoofing authentication

integrity
non-repudiation

confidentiality
availability
authorization



Impressive work, 

Candy leaders.

Using S.T.R.I.D.E threat model,
Sugar Castle revised their
security approach with
threat categorization. 

It’s a new beginning of sweet journey...
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