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Once upon a time, there was a place

_ SUGAR CASTLE
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T+ had fhreat from -
the ANTS Kinngm.




The aHack from different kind of

ants were increasing day by day.
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The Sugar Queen called for the
urgent meeting.




All the dy leader

AssEMBl_E"

5uaar is oil for our klﬂ@dom.
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The process begcm to cateqorize

threats using STRID.E model.




CARLDE

Microsoft's STRIDE is a +hreat model
I+'s geal is to prioritize threats

against orqanization’s valuable assets.

asset




) - SPOBFING

Attacker +arae+9 9y9+em

with false icler\Jrier.

—
Attacker can GPOO—(: the

ialer\+i+y using 1P, MAC, emai
oddress or any +orm o+
logical iclenJrier to bypass the
Gecurier 6a+eway.



Candy leaders identitied that
big onts used SUGAR QUEEN's
mask. and costume to bypass
Sugar Castle’s perimeter
security and enter the
Kinadom, llegally.



[ - TAITPERING

When action results into
unauthorised chanaes IN
transit or 9+or'aﬂe.

a

Tamperina violates in+eari+y
and avai\alai\ier of the data



Car\cly leaders identitied that
some ants were mixing sugar

with white sands inside the
SUgaIr truck and warehouse to
compr‘omise sugar qua\ier.



- REPUDIATION

When attacker denies ofF

any PerPormed action
—

Repudiation attacks are
tricky because they otten
blame innocent third-par-ties

For secur'ier violations.



B They attacked!
% Not us.

We are big.

The small ones did

whcr}? we didn't do..
J/TW J/TW J/TW



[ - INFOKTTATION DISCLOSURE

When contidential infFormation
is leaked to external

uhauthorised entities.
—

The data could be personal
identifioble infFormation (PI),
payment card details or
compoany's trode secret
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Car\dy leaders found an internal
inFormant - the traitor



) - DENIAL OF SERVICE CDo5)

When system is hammered

with too mony requeers.
—

DoS attack prevents
outhorised use of a resource.
t can intfroduce the latency
ond at-tect the peri-ormance

aond eH:iciency.






- LLEVATION OF PRIVILEGE

When attacker gains hiaher
Privileae acC.cess.

—
Attacker can aeJr movr-e

ac.cess by exP\oiJrinﬂ
vulneralai\ier on the 9y9+em,

social enaineerina ottack or
credential thett
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Using STRIDE threat model,
Sugar Castle revised their
eecurier approach with
threat ca+eaor‘iza+ion.

[T°C A NEW BEGINNING OF SWIEET JOURNEY .



DAVE ON CYBER PRESENTS
CiSSP as an ArtT Series

created by Dave Krunal
| hope youv enjoyed this
creative C[SSP book]ef.
’d |love to connect and hear

y O feedback on My work.

SUBSCRIBE - DAVEONCYBER.COM/SUB/

CONNECT - LINKEDIN.COM/IN/DAVEKRUNAL/
EMAIL - DAVEONCYBER@GMAIL.COM
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